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1.0 Summary

The effectiveness of CSIRTs rests on both technological and social capacities. Both are necessary;
neither is sufficient. Yet despite the joint importance of these capacities, most handbooks and training
programs designed to increase CSIRT effectiveness focus mainly on technology. When “team” aspects of
computer security incident response are addressed in existing work, the emphasis is typically on
individual functions and incident response process flow. This research project responds to the growing
sense among CSIRT professionals that human tech savvy is increasingly not enough; and it is certainly
not scalable in lock-step with the outgrowth of cyber threats.

The resulting volume from this research project is written precisely to address this challenge,
and, above all, to answer the question: How does a CSIRT manager assemble and cultivate a team
capable of delivering effective cybersecurity incident response?

What constitutes good performance among cybersecurity incident responders is not well
understood. The research summarized in this body of work identified several social processes and
dynamics that contribute to incident response effectiveness. The resulting Handbook, at the most
practical level, seeks to provide a baseline for achieving effective CSIRT performance. It provides the
methods and strategies necessary to build, staff, train, and foster a team that leverages both the latest
technologies and the social dynamics required to make the best use of them.

A sophisticated, high-performing CSIRT is not just a single team, but rather, a closely connected
network of teams. Such component teams are often identified by function within the overall CSIRT, such
as forensics or threat intelligence. This network of teams is known as a multiteam system, or MTS. This
concept was emphasized throughout this project. When reading the chapters in the Handbook, it is
important to keep in mind that building a productive CSIRT requires not just collaboration between
individual team members, but collaboration among the component teams as well. The success of a CSIRT
can hinge on these MTS interactions: a CSIRT can have strong collaborative bonds within the team, or be
well-led overall, but still fail due to mistrust or lack of communication among individual CSIRT
component teams.

The dynamic nature of an MTS, in particular, means that CSIRT managers must develop a firm
understanding of the social dynamics that drive people in a complex organization. This is especially
important when considering that MTSs are the future of cyber incident response and must become as
operationally agile as the evolving threat. Several recommendations to address complex MTS challenges
appeared based on this research project including mapping the team relationships within the CSIRT,
assessing the social maturity of the overall CSIRT team and the MTS relationships, greater use of
situational interviewing and emphasizing common or shared goals among the CSIRT MTS. Details of the
recommendations and this project’s full research findings can be found in the complete Handbook at
http://calctraining2015.weebly.com/the-handbook.html
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2.0 Introduction

Cybersecurity in the twenty-first century reflects the most technologically sophisticated threat
environment the world has ever seen. Cyber incidents are asymmetric and evolving — threatening
institutions, individuals, organizations, and governments. The familiar refrains “attribution is difficult”
and “the threat is amorphous” have become the stuff of industry lore. In this environment, organizations
frequently seek to stay ahead of the threat by maintaining a distinct technological advantage. This
advantage has long been accepted as a given considering the history and evolution of the cyber domain.
The Western world not only invented the Internet and the systems that form its architecture, but
institutions of higher education have responded by producing human talent that is adept at using the
latest technologies. Our tools are second-to-none, and our capacity to train people in the use of these
tools has never been greater.

Yet, the technological edge enjoyed by organizations in developed nations is diminishing as the
world further integrates its knowledge. Furthermore, while technology enjoys pride of place in any
conversation on cybersecurity, technology is only part of the solution to real-time cybersecurity.
Technology relies upon the people behind it, and because cybersecurity incident response increasingly
requires collective action, this creates an entirely new paradigm for cybersecurity. The latest
technologies remain bound to human social dynamics and approaches to collective problem-solving that
pre-date our species’ mastery of fire.

In short, social dynamics are more important than ever, particularly in the practice of
cybersecurity incident response, which requires a well-managed, skilled and efficient Cybersecurity
Incident Response Team (CSIRT). For CSIRT managers, finding the right mixture of talent and creating the
right social dynamics is both imperative and increasingly challenging. Cybersecurity incident responders
often need to work within volatile, uncertain, complex, and ambiguous environments. So much of the
counterintuitive skillset that makes a good analyst — creative problem-solving, outside-the-box thinking,
and subject expertise — reflects a mosaic of skills that make traditional notions of collaboration
challenging.

For managers, building CSIRTs that can maintain tight time constraints and achieve data
accuracy, all while working in an evolving threat landscape, will require a renewed focus on team
building and collective problem-solving. Such a complex environment, and its many challenges, launched
this research.

3.0 Methods, Assumptions, and Procedures

This project and the resulting Handbook was jointly funded by the U.S. Department of
Homeland Security (DHS), the National Cyber Security Centre (NCSC) of the Netherlands, and the
Swedish Civil CONTINGENCIES Agency (MSB). This effort joined scientists from three institutions, George
Mason University, Dartmouth College, and Hewlett-Packard, to create a large multidisciplinary research
team.

One purpose of our research effort was to examine CSIRT MTSs that are typically used to resolve
cybersecurity incidents. Another purpose was to define the planning processes, behaviors, and
outcomes that reflect successful CSIRT performance at the individual, team, and MTS level. Several
projects comprised our research effort (details of each can be found in the chapters and/or appendices
of the Handbook at http://calctraining2015.weebly.com/the-handbook.html, including:
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Construction and Validation of an Incident Response Performance Taxonomy. Our research
team developed a taxonomy of cybersecurity incident response performance, which indicates
three dimensions of performance: level (individual, team, MTS), timing (proactive versus
reactive processes), and performance phase (planning versus execution activities). We used this
taxonomy to derive Knowledge, Skills, Abilities, and Other attributes (KSAOs) necessary for
effective cybersecurity performance.

Review of Existing CSIRT Research. Our research team undertook a comprehensive review of
existing academic and applied research on CSIRT effectiveness, which contributed to the
construction of the taxonomy of cybersecurity incident response performance.

Review of Existing CSIRT Job Analyses. In developing a job analysis, our team conducted a study
of the cognitive, social, personality, and motivational requirements involved in cybersecurity
incident response and then validated our conclusions against several existing analyses in the
field.

Review of Job Ads for CSIRT Positions. Our team reviewed over 100 job advertisements for
cybersecurity personnel hires and identified (a) the KSAOs typically sought by cybersecurity
managers and (b) the gaps between such KSAOs and those attributes identified as important in
our research.

Focus Group Interviews. Our research involved one of the most comprehensive sets of
interviews of incident responders in a single study. We conducted 52 focus group interviews
with a total of approximately 150 participants. We also interviewed 28 representatives of CSIRT
MTSs. The interviews included CSIRTs from 17 organizations across the United States, the United
Kingdom, Germany, Sweden, and the Netherlands. The types of CSIRTs represented in our
sample included government CSIRTs, military CSIRTs, managed security provider CSIRTs
corporate CSIRTs, and academic institution CSIRTs.

Survey of Non-Technical KSAOs. Previous known studies of CSIRTs did not examine cognitive,
social, and character attributes that influence CSIRT performance. As part of this effort, we
developed a comprehensive list of such attributes from our taxonomy, our focus group
interviews, and from a survey of 88 CSIRT professionals.

Cognitive Task Analysis. Most job analyses focus on the behaviors required for job performance.
However, because our taxonomy indicated the centrality of knowledge work in incident
response, we also conducted a cognitive task analysis (CTA) designed to identify the particular
cognitive skills that contribute to effective CSIRT performance.

MTS Analysis. As discussed in the introduction, a key aspect of our research was to examine
CSIRTs as MTSs. Different processes and team dynamics are relevant for MTSs that are not
equally relevant for traditional teams. An MTS does not simply refer to a collection of teams
working in a CSIRT, but highlights the fact that in CSIRT MTSs, component teams collaborate
closely to solve complex problems. This concept in organizational science has been applied to
many organizational settings, including military, health, transportation, business, and disaster
recovery. We have applied it to the domain of cybersecurity incident response. As part of this
effort, we analyzed the elements of 28 incident response MTSs.
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4.0 Results and Discussion

This section presents ten key areas summarizing our major findings and recommendations.
More detailed discussion of these findings as well as assessment exercises and improvement strategies
to assist CSIRT managers in evaluating and improving their teams are included in the chapters and
appendices of the Handbook, which can be accessed at
http://calctraining2015.weebly.com/thehandbook.html

Social Maturity of Teams. CSIRTs are composed primarily of multiteam systems (MTSs), which
are a closely connected network of teams working together to accomplish a common goal. MTSs
represent a dynamic and necessary organizational structure for cyber incident response, but MTSs also
present complex challenges for CSIRT managers. Our research found that in some instances, when cyber
analysts believe they are part of a strong team, they may not as readily trust other teams in the MTS,
weakening the MTS as a whole. This frequently requires CSIRT managers to improve communications
between teams and identify areas for improvement across the MTS. Conversely, our research also
suggests that a strong MTS can often obscure the weaknesses of individual teams. It can actually
become more challenging for CSIRT managers to fix the weaknesses of individual teams because the
urgency is not as apparent. CSIRT managers must maintain insight into the performance of both
individual teams and the broader MTS. Frequently, MTS performance can suffer when teams lack the
social maturity to collaborate in the resolution of incidents. Social Maturity is the degree to which a
team has the capacity for its members to collaborate in completing the team’s mission. Our research
found that collaboration can be improved and team performance can be optimized, when CSIRT
managers:

e Map Their MTS. This starts with recognizing that their CSIRT is a connected set of teams.
It also requires maintaining awareness of both the differing level of interaction between
teams, and that these interactions change during higher impact, or more severe, events.

e Assess the Social Maturity of Each CSIRT Component Team and the Overall CSIRT MTS.
Key team attributes a manager should assess include: collaboration triggering,
communication skills and protocols, information sharing, collaborative problem-solving,
shared knowledge of unique expertise, trust, adaptation, collective learning, and conflict
management.

e Use Situational Interviews to Make Staffing Decisions and Assess Group Work
Preferences. Managers should ask job candidates a standard set of questions focused on
past behaviors and experiences that will illuminate a candidate’s ability to work
effectively in a group environment.

e Focus on Emphasizing Distal Goal Commitment. CSIRT managers must be advocates for
focusing on the goals of the entire CSIRT MTS. Component teams frequently focus on
their own goals. CSIRT managers must counteract this tendency by emphasizing
common or shared goals.

e Encourage Regular Cross-Team Connections. Managers must create opportunities and
settings for more communication between different teams.

CSIRT Performance Evaluation. An effective performance measurement and evaluation program
can greatly benefit CSIRTs by providing information on individual, team, and MTS behavior that reflect
successful job performance. Establishing clear performance metrics can measure the efficiency,
effectiveness, value, or impact of an employee’s action. Our research found that — especially in light of
the diverse composition of a CSIRT and the social maturity required of its teams — performance metrics
and evaluation are essential toward constantly improving performance outcomes. A Performance
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Measurement Program is never static, but our research found that five strategies are instrumental to a
successful CSIRT Performance Measurement Program:

e Balancing Measuring Quantity and Quality. Quantity falls under objectively-derived
metrics, and quality often requires managerial and client ratings. CSIRT managers can
use their discretion to determine the balance needed when measuring the quality and
guantity of job behaviors; however, the only caution is not to allow metrics along to
guide performance evaluation. Given the imperative of collaboration and
communication within an MTS, client ratings can be uniquely useful for CSIRT members.

e Measure Maximum Performance in Addition to Typical Performance. In addition to
typical performance, which is what managers usually measure, maximum performance
can and should be measured through performance on periodically scheduled exercises
and simulations. This will allow managers to understand the extent of their team’s
capabilities.

*  Measure both Proactive and Reactive Performance. Every CSIRT manager to whom we
spoke confirmed that an appreciable portion of CSIRT tasks involved proactive behavior.
Yet, most CSIRTs often skew measurement to reactive performance. Managers should
therefore supplement reactive performance metrics with proactive performance
metrics.

e Determine the Appropriate Level of Measurement. The purpose of measuring
performance should guide a CSIRT manager’s approach. If the manager wants to
determine the strongest and weakest members of a CSIRT, the individual level is most
appropriate. If a manager wants to identify strengths and weaknesses of teamwork, the
team or MTS level is most appropriate.

e Create a Balanced Scorecard for Performance Measurement. Our research found that
one tool that can help a CSIRT manager maintain a comprehensive approach to
performance measurement is known as the balanced scorecard. The balanced scorecard
is not only a dashboard of metrics to measurement performance, but it can also suggest
the relationship between categories of performance.

Decision-making in CSIRTs. Our research found that for every incident response trigger, there is
an initial decision regarding whether to tend to the event. If the decision is made to act rather than
categorize the event as a false positive, there are numerous subsequent decisions that must be made,
including how to prioritize the event. Also, analysts must decide when it is appropriate to call on others
to collaborate in order to mitigate the incident (referred to as collaboration triggering). Analysts must
know when initiation of collaboration is necessary and when it is unnecessary, such as when the incident
is routine. The effectiveness of these decisions depends upon a cybersecurity analyst’s abilities. Our
research found the following strategies for improved decision-making.

e Selecting for Decision-Making Skills. CSIRT managers should select applicants for their
decision-making skills, particularly those involving problem sensitivity, critical thinking,
and information ordering. The chapter on decision-making in the Handbook includes
guestions to facilitate this selection.

e Training Decision-Making Skills. We found that structured troubleshooting, critical
thinking training, and expert modeling can alleviate the weaknesses in a novice’s
decision-making. Expert modeling in particular — which pairs a novice with an expert to
resolve an incident unfamiliar to the novice — can improve the novice’s abilities and
team performance.
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e Cognitive Prompts for Expert Analysts. Cognitive prompts can reduce overconfidence
and information bias. One such strategy is the “Five-Why Analysis,” developed by
Toyota and used widely by a range of companies including

Amazon.com. It involves asking “Why?” a particular incident happened and applying
the same question five times to each answer. In cybersecurity, five-why analysis is
believed to be more effective for use by teams of cybersecurity analysts rather than
individual team members. Another strategy, “the pre-mortem,” asks analysts to
imagine they have already attempted to resolve the incident but have failed. They
are then asked to identify the reasons why the incident response effort may have
failed.

e Using Mnemonics to Capture Necessary Information. Mnemonics facilitate the use of
protocols that remind the decision-maker to consider different aspects of a new
situation. A widely used mnemonic in healthcare is SBAR, which stands for Situation,
Background, Assessment, and Recommendations. SBAR has been shown to improve the
communication of patient information among healthcare staff in a number of studies.

e Using Adaptive Case Management. In contrast to process models, an adaptive case
management system focuses on the individual case — that is, the incident. Rather than
prescribing general processes that the analyst is expected to follow, an AACM system
provides context surrounding the incident by summarizing the ways in which similar
incidents were handled in the past and the extent to which those ways proved
successful.

Communication Effectiveness. Our study found that cybersecurity analysts rated
communication skills at the top of social skills needed for CSIRT effectiveness. Three common challenges
to communication effectiveness in CSIRTs include time demands, team member physical distance, and
the need to communicate across cultural boundaries. To promote communication effectiveness, CSIRT
managers need to ensure messages are clear in meaning, relevant in content, as well as appropriately
timed, sent to the correct person, and acknowledged by recipients. Effective communication serves as a
foundation for information sharing across individuals, teams, and MTSs.

e CSIRT managers can improve communication in their teams and MTSs by using aids such
as communication charters, handoff checklists, virtual displays, and wikis.

e CSIRT managers can facilitate use of communication aids through scenario-based
practice exercises and team simulations.

e CSIRT managers can enhance communication between teams by designating a specific
person for each component team responsible for such communication.

e Careful design of physical workspaces can facilitate more frequent communications and
sharing of information with appropriate stakeholders.

Information Sharing. Information sharing, in the realm of cybersecurity reflects the exchange of
incident knowledge and threat data across and within organizations. The type of information shared,
with whom information is to be shared, as well as both the speed and accuracy by which information is
communicated before, during, and after an incident help determine the quality of responses to both
familiar and novel incidents. Focusing on parameters of information sharing enables managers to
identify effective strategies for improving CSIRT processes and performance. As examples, our research
found that mandatory information sharing regulations should clearly define how much of what type of
communication should be communicated by when and to whom. Managers should not discourage the
discretionary sharing of information, as such activities promote collaboration. Managers also need to
establish specific communication protocols based on various levels of information sharing (e.g., two
individuals, with team, intra- or inter-organizational); different strategies for improving information
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sharing might work at one level but not at another level. When individual-to-individual information
sharing occurs, confirmation and response is fairly straightforward. However, when an individual sends
information to an entire team, MTS, organization, or outside organization, responsibility for
confirmation and response might not be clear.

To facilitate information sharing, CSIRT managers need to establish communication protocols
and charters that do the following:

¢ Identify the recipients who would most benefit or require the information being shared;
e Consider carefully what information and how much recipients need in order to
accomplish their work;

e Set norms for review of information posted for accuracy and completeness;
¢ Specify communication methods that allow confirmation of receipt to ensure
information was received;
* Provide sender contact information, along with an invitation to request additional
information, if necessary;
e Set communication norms within teams that support sharing of discretionary
information:
0 When in the incident response cycle information should be sent; 0 What
information is necessary for recipients;
0 When particular types of information are needed by others; 0 What types of
information are necessary to share during high impact events; 0 How much
information is sufficient to create situational awareness?
* Inthe case of mandatory information sharing, have regulations that clearly define how
much of what type of information should be communicated by when and to whom:
0 Managers should revise the regulations and protocols that determine the
mandatory sharing of information if they receive reports that information being
sent under specific rules is consistently incomplete, irrelevant, inaccurate, not
timely, or sent too infrequently (or too frequently).
* Inthe case of information sharing between individuals, teams, MTSs, organizations, or
external stakeholders:
0 Define what kinds of information need to be shared with each. 0 Establish
guidelines about which members within a team should respond to which kind of
information sent to the entire team (based on knowledge).
0 Establish boundary spanners, or individuals tasked with responding when
information sharing occurs between teams in an MTS or between organizations.

Managers should use guided simulations and scenarios to practice the use of communication charters
and protocols to develop a shared understanding within the CSIRT of how information sharing at
multiple levels should occur.

Collaborative Problem-Solving. The nature of CSIRT work is knowledge work that typically
involves multiple team members working together to solve complex problems. CSIRTs must be able to
engage in the process of situational awareness, collective information processing, and forecasting, in
order to be effective in solving novel problems. Our research found that managers can improve these
processes using strategies such as pre-briefing, debriefing, simulations, and giving focused feedback. Our
interviews with CSIRT analysts and managers consistently indicated a higher percentage of endorsement
of collaborative problem-solving steps between teams versus within teams, which supports our broader
research finding that CSIRTs are often MTSs, conducting problem-solving as closely-knit interdependent
teams. Further, our survey of critical knowledge, skills, abilities and other attributes that contribute to
effective incident response indicated two problem-solving skills were in the top 10 highest rated

Approved for Public Release; Distribution Unlimited.
7



attributes. Skill in reviewing information to develop and implement solutions to complex problems
ranked fifth highest in importance, and skill in working with other members to solve problems and come
to solutions that will help the team ranked tenth highest. The following strategies were identified to
enhance collaborative problem-solving:

e Engage in pre-mission planning (or “pre-briefing”). CSIRT members cannot resolve an
incident if they cannot define the problem parameters. Managers should lead a
prebriefing to create a shared understanding of the problem, a shared understanding of
the goal or desired outcome, and a shared understanding of the solution strategy.
Contingency planning — a variation of pre-briefing — can help teams and CSIRTs
anticipate unexpected events by planning how they will be handled in advance.

e Use counterfactual thinking to get team members to share their unique information.
Team members often do not realize that they have information no one else knows.
Managers should ask their team members to consider what might have happened in a
past situation or a give scenario that is different from what actually happened. This
often elicits unique information that individuals would not otherwise share in a group
dynamic.

e  Provide team feedback during structured debriefing. After incidents occur, and even
after simulations, feedback during debrief is extremely important. It has been shown to
improve team performance 19% more than teams who did not receive feedback.
Managers or facilitators who are responsible for providing feedback should focus on
teamwork successes as well as failures.

* Develop adaptive thinking by providing exploratory or active learning experiences with
wide problem variety. Managers can use forms of exploratory or active learning to
develop adaptive thinking skills. Managers should encourage team members to change
how they are thinking about a particular problem by using such frame-changing prompts
as “How is this problem different from other problems you faced?” or “What other
possible solutions might apply to this problem?”

e For MTSs, train leaders to pre-plan strategies for how multiple teams will work together.
MTS problem-solving can also be improved using the pre-planning strategies discussed
earlier. Team leaders in an MTS can work together to engage in pre-planning that maps
out (a) how multiple teams will work together, and (b) how each of those teams will
coordinate their actions with other specific teams.

*  When staffing, build your CSIRT with team members who have a team orientation and
teamwork skills. A well thought out staffing plan can increase the effectiveness of team
collaboration and collective problem-solving. Having high levels of team skills such as
cooperativeness, team orientation, and organization skills will enable the team to build
the levels of trust and SKUE (shared knowledge of unique expertise) that will foster
effective collaborative problem-solving.

Shared Knowledge of Unique Expertise. By necessity, CSIRTs need a diverse collection of
members with different perspectives and expertise to respond to ever-evolving incidents. This makes
shared knowledge of unique expertise (SKUE) vital for CSIRT operations. Called “transactive memory” by
some, SKUE reflects the idea that all CSIRT team members and MTS components must possess the same
knowledge of “who knows what” to work efficiently. SKUE decreases the time it takes for CSIRT
members to identify who has the knowledge that is needed, resulting in more effective collaboration. In
80% of the focus groups we conducted, knowing who had what expertise on the team was among the
most important team attribute for CSIRT effectiveness. Knowing what other members across component
teams know quickens the incident response process, including the identification and mitigation of
threats. We found that two strategies in particular could help optimize SKUE in CSIRTSs.
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e Establish knowledge tools (e.g., information board, knowledge map) that display
members’ expertise, knowledge, skills and experiences.

e Train team members in areas other than their own specialty. Training team members in
roles outside of their own job position is known as cross-training. The three different
forms of cross-training are (a) Lecture/Presentation, which involves a team member
communicating or presenting to others aspects of their functional roles and
responsibilities; (b) Job Shadowing, which involves team members, particularly novice
members shadowing a more experienced team member; and (c) Position Rotation,
which involves individuals temporarily assuming the roles of other team members.

Trust in Teams and Incident Response Multiteam Systems. The CSIRT community has placed a
significant emphasis on trust as an import factor for collaboration in incident response, one that was
confirmed by our project findings. CSIRTs with high levels of trust facilitate faster threat mitigation with
better, more novel solutions due to the conditions created by team leaders. For CSIRTSs, trust can exist at
multiple levels, including (a) Trust between CSIRT members, (b) Trust between CSIRT leaders and
subordinates; (c) Trust between teams in an CSIRT MTS; and (d) Trust between organizations. Our
findings have concluded that a series of exercises can be used by CSIRT managers to build trust in their
teams, MTSs, and between organizations.

*  Provide structured opportunities for CSIRT members to learn about the expertise,
experiences, and functional backgrounds of other members. When CSIRTs are newly
formed, or when members have not previously worked together, building perceptions
of shared competence is an important first step in developing team trust. Disclosing
unique skills and experiences related to these roles demonstrates that all team
members are competent in their roles and can be counted on to perform tasks.
Managers should encourage team members to engage in frequent interaction and
information conservations where they exchange information about the following:
backgrounds, work experiences, and (some) personal information that emphasizes
shared goals and interest in establishing a good relationship.

» Establish clear individual and team goals, roles, and performance standards. Developing
perceptions of shared competence requires managers to set clear team goals and
ensure that members have a clear sense of team goals, their roles in meeting these
goals, and the performance standards that indicate goal accomplishment. This will
foster increased dependability and reliability within the team. In addition to considering
the use of a chartering strategy and pre-briefing, managers should also clearly define
team goals for a specific period of time (e.g., monthly) and ask each member to provide
a list of goals. Based on team goals, each team member should specify their individual
goals and demonstrate alignment with the team’s mission. Managers should meet with
the team on a regular basis to remind the team of goals, evaluate progress and provide
feedback.

e Establish norms for communication transparency in teams. The first two strategies in
this section help establish swift trust and establish the basis for further trust
development. Deeper levels of trust begin when managers create and enforce a climate
for communication transparency. Team members look to the leader for expectations of
how they should behave. If CSIRT managers model openness and honesty in their
communications with others, then their subordinates will be more likely to do the same.
Managers should also enforce a norm for communication transparency by reacting
swiftly to violations of this norm. If team members display a reluctance to be open in
their interactions with their colleagues, managers should have a “clearing the air”
meeting with those particular individuals, with team leads, or, if necessary, with the

Approved for Public Release; Distribution Unlimited.
9



CSIRT as a whole. The tone of such meetings should be constructive and supportive,
with the purpose of addressing issues that are fostering careful disclosure rather than
transparency in communications within the team.

e Utilize managerial actions that create a psychologically safe climate in the team. When
CSIRT managers create a psychologically safe climate, team members are more likely to
generate novel ideas, explore new perspectives, and learn from mistakes. To create a
psychologically safe climate, CSIRT managers should ensure that team members feel
valued. They should encourage them to generate the novel ideas that are often
necessary to resolve unusual incidents. Creating this atmosphere requires CSIRT
managers to take time during meetings to invite all team members to offer opinions, as
some might be hesitant to go against the majority. It is important for all team members
to be present when discussing important information, to demonstrate inclusivity.
Managers should also actively try to take on other team members’ perspectives and
weight all ideas equally to consider each opinion before coming to a decision. During
this process, it is important to encourage team members to bring up difficult topics and
reward them (e.g., with praise) for offering new solutions or ideas. Above all, a CSIRT
manager must display non-defensive responses to questions and challenges.

*  Create opportunities for building strong social connections among CSIRT members to
support conflict management. Both swift trust and deep trust emerge from positive
social relationships among CSIRT members. Conflict will always occur in CSIRTs. Yet, a
manager can minimize the damage to trust that conflict can cause by helping the team
develop stronger interpersonal ties early in the team’s formation. This can be as simple
as providing “ice-breaking” social activities early in the team’s formation or as new
members join. Managers should have regular team social activities (e.g., team lunches,
sports activities), especially if the team is not new. Engaging the team (or multiple teams
in an MTS) in training activities that improve conflict resolution will prime the CSIRT to
handle conflict constructively when it arises.

* Increase external connections and social networking to facilitate inter-team and
interorganizational trust. Inter-organizational trust can be built through consistent
networking across organizational boundaries, which is key to enhancing CSIRT maturity.
This level of networking can be done at annual professional meetings or regularly
scheduled meetings among individuals from different organizations who need to work
with one another.

Sustained Attention and Focus over Time. CSIRTs benefit when watch teams are vigilant and
able to sustain attention throughout their shift, reducing the occurrence of missed critical events. Our
interviews of cybersecurity professionals indicated that employees sometimes look for critical events
over extended periods of time (e.g., “eyes on glass”). This runs into the cost-benefit question of
sustaining attention versus the quality of work. Frequently, the longer one focuses on a single task the
better the achievement of the goal, provided that sustained focus does not compromise cognitive
endurance (e.g., fatigue). To improve sustained attention and focus over time, managers should
implement as many of our recommended strategies as possible. However, some strategies might not be
applicable to specific CSIRTs or might be too costly to implement. For instance, if shift lengths, rotations,
and length of breaks cannot be changed, managers could nonetheless provide suggestions for
employees regarding the best use of rest breaks (incorporating socialization, for example). Additionally,
managers could select employees based upon their ability to sustain attention; however, managers first
must validate employee selection tools to ensure that working memory and brief sustained attention
(i.e., vigilance) tasks predict sustained attention in CSIRT employees. Managers need to determine the
primary factor influencing employees’ performance, such as whether employees come to work tired or
lose steam throughout work shifts. Shift-length and shift-rotation decisions are useful strategies to
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address employee fatigue whereas rest-break strategies address decreases in attention over the length
of a work shift. All of these factors impact effective cybersecurity incident response, particularly during
critical times that require sufficient attention and cognitive endurance.

Hire job applicants who display a capacity for sustained attention. One way to maximize
employee attentiveness is to hire individuals who are better able to sustain attention
and focus throughout their shifts. Selecting employees with higher levels of attention
could be particularly beneficial for those teams whose tasks predominantly include
surveillance tasks, such as monitoring and watch teams. It is difficult to predict
individual differences in sustained attention using measures of personality or
intelligence. We suggest managers use an employee selection test. Two measures, in
particular, could prove useful in predicting an employee’s sustained attention
throughout the work shift. The first is a “working memory task,” which measures the
portion of memory that allows temporary storage of verbal or visual information. The
second measure involves “brief sustained attention tasks.” Performance on these tasks
can predict employees’ performance on longer sustained attention tasks, such as the
monitoring task involved in incident response.

Encourage employees to incorporate rest breaks into their shifts. Our interactions with
CSIRT members pointed to the importance of periodic rest breaks during the workday.
This strategy is practiced among cybersecurity professional in Europe where a periodic
break is endorsed, most often a coffee break. We propose that organizations and
managers should provide suggestions to employees about how to incorporate rest
breaks into their schedules and encourage employees to take more consistent and
regular rest breaks. CSIRT managers should encourage employees to take approximately
one 15-minute break every two hours. Managers should also allow employees some
latitude regarding when to take breaks, rather than forcing adherence to a rigid break
schedule. A rigid break schedule can result in increased emotional strain for employees,
possibly resulting from employees being interrupted in the middle of complex tasks. To
provide a truly restorative setting during breaks, natural settings have been found to
contribute to the replenishment of attention. Researchers found that reaction time
became faster and attention increased when participants were exposed to a picture of
nature compared to pictures of urban scenes. Additionally, socialization can be
important to rest breaks. Informal interactions between employees can be a source of
stimulation and variety in the work environment.

Shift design — create a shift plan that reduces sleep disturbances and maximizes
attentiveness. Our interviews with cybersecurity professionals demonstrated that shift
lengths (e.g., 8-hour versus 12-hour shifts) and shift rotations (e.g., morning > afternoon
> night > morning versus morning > night > afternoon > morning) differ across CSIRTs.
Shifts should be implemented in a way that minimizes sleep disturbances and fatigue
among employees. To improve sustained attention, managers should try to schedule
employees for 8-hour work shifts as opposed to 12-hour shifts. Managers should seek to
implement “rapid shift rotations,” where possible. Shift rotation implies that shifts
change based on a set schedule, and shift rotation speed refers to the number of
consecutive work shifts until an employee’s shift changes (e.g., the start and end time of
the shift changes). Managers should use rapid shift rotations to increase employee
alertness and reduce fatigue. This requires changing shifts every week or couple of days
rather than after several weeks. A final critical consideration in shift design involves
“shift rotation direction.” Shifts typically rotate in a forward or backward direction.
When possible, managers should use forward shift rotation (i.e., morning > afternoon >
night > morning) rather than backward shift rotations (i.e., Morning > night > afternoon
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> morning). Research indicates that people acclimate more easily to time zone changes
that move clockwise or westward.

Continuous Learning in Incident Response. A continuous, positive learning environment is
essential in cybersecurity incident response. CSIRTs are fast-moving. Analysts face rapidly changing
threats and respond to increasingly novel situations. To keep pace, CSIRT analysts must utilize their
individual inventiveness, and managers need to create systems and institutions that harness this
ingenuity. This dynamic demands that cybersecurity analysts and teams constantly learn new skills. Such
learning must occur across all levels: individual, team, and MTS.

Learning is not limited to individual skill development. CSIRTs need to place a high value on
stored knowledge and must reach collective understanding of constantly evolving conditions. Individual
team members and component teams often must adapt by changing their behaviors or worldviews.
Managers can foster this process by establishing a trusting environment where individual team members
feel confident to share their ideas. Our research has found four key strategies to create a positive
learning environment within CSIRTs:

* Selection of individuals who are creative and curious. Curiosity results in information
seeking and leads to learning, while creativity leads to explorations of novel directions,
modifying and extending known solutions. Hiring people who are creative and curious is
one approach for improving these attributes in a CSIRT. The selection of job applicants
could be based on previous experience, structured interview questions, or responses to
a psychological test.

* Leader behaviors to encourage learning. Leaders have the ability to encourage creativity
and curiosity behaviors. One of the managers we interviewed indicated that he
deliberately assigned analysts to work on special development projects, allowing them
to show their creativity. Managers can also encourage CSIRT professionals to self-assess
their own skills and knowledge. Based on self-assessment, they can plan their own
learning activities, which can lead to increased confidence and better performance.
Managers who encourage employees to establish goals and development opportunities
create a feedback-seeking environment. This creates the opportunity to reward
employees for learning new skills. Selfassessment and goal creation is also useful for
teams. Managers should encourage teams to reflect on events and identify where
changes are needed by holding debriefings, also referred to as after-action reviews.

e Design work to enhance learning and development. Work design refers to the
organization of an employee’s total role within a team. It can include the job tasks they
perform, other activities they may engage in, relationships with others relevant to
getting their jobs done, and the responsibilities in accomplishing their overall role. Work
design has been demonstrated to affect workers’ motivation as well as their learning
and development. Research has shown that allowing CSIRT analysts autonomy over
their working methods and pace of work can improve performance. Managers should
design cybersecurity work roles around tasks that use a variety of skills, which has been
shown to increase job performance. One of the most important factors in promoting
learning is to put in place mentoring programs, which can help CSIRT professionals
identify networking and learning opportunities.

* Development of professional networking skills. CSIRT managers should help their
employees develop networking skills, which aid developmental growth. There are three
factors to be considered in establishing a professional network for developmental
purposes: (a) Assessment, where members in the network can provide relevant
information and feedback on their developmental progress; (2) Challenge, where
members of the network can get individuals to move beyond their comfort zones; and
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(3) Support, where members of the network can provide support, helping individuals
manage the challenges faced in increasing their knowledge, skills, and abilities.
Managers can also facilitate guided discovery learning. Instead of traditional learning
approaches (e.g., lectures, videos, or manuals), in discovery learning workers construct
their own understandings through experimentation and
exploration. Managers can facilitate discover learning using the examples in the chapter
titled Continuous Learning in Incident Response in the Handbook located at
http://calctraining2015.weebly.com/the-handbook.html. Lastly, error management training
can be a useful mechanism for CSIRT managers to increase team members’ comfort with
admitting to and learning from mistakes.

5.0 Conclusions
Assessment Exercises & Improvement Strategies

The research team prepared Assessment Exercises and Improvement Strategies to assist CSIRT
managers in evaluating and improving their teams. They are organized by chapter in the Handbook.
Developed in response to this study’s key findings, these assessmentquestions should serve as prompts
for managers to gain insights into their team’s functionality and effectiveness. The Improvement
Strategies reflect our recommendations for improving team performance. Our research found common
themes, gaps, opportunity costs, and areas for improvement across CSIRTSs.

Content and Structure of the Handbook

The unique quality of this Handbook lies in the fact that we bring scientifically grounded
approaches from organizational science to understanding CSIRT collaboration processes and offer
empirically-determined strategies to improve these processes. We interviewed cybersecurity
professionals across a variety of domains, responsibilities, and countries to identify key factors related to
effective collaboration and connected them with proven strategies in the organizational sciences that
influence team success. The result is a Handbook that is practical in use, but heavily grounded in science.
The strategies provided vary in their relevance and application due to differences among CSIRTs. Where
possible, we provide cost and benefit insights about our recommendations to help managers decide
which strategies might be most effective for their teams (based on available resources). This Handbook
includes eleven chapters that address various themes identified from our research program. The
introductory chapter highlights the importance of social dynamics for incident response and summarizes
these themes. This chapter also describes the methods used in our research. Topics related to the
collaborative nature of incident response work and the environment in which such work occurs are
covered in several chapters. “The Social Maturity of CSIRTs and Multiteam Systems” chapter provides an
overview of the collective nature of cybersecurity work with a focus on CSIRTs as MTSs. Managers can
then map out their own CSIRT as an MTS to focus on teams that work closely together. The chapter
titled “Measuring and Evaluating CSIRT Performance” addresses how cybersecurity performance is
measured and evaluated, issues with current approaches to performance measurement, and strategies
for designing a comprehensive performance measurement program for the entire CSIRT. In the chapter
titled “Decision-making in CSIRTs,” we address how cybersecurity professionals make critical decisions,
challenges faced when making critical decisions, and strategies to improve decision-making.

In the following chapters, we elaborate on individual and social drivers of effective incident
response. We begin with a chapter titled “Communication Effectiveness in Incident Response,” which
describes how to develop communication skills among team members and enhance team and MTS
communication. We provide insights into how communication strategies enhance information sharing
within and between teams of cybersecurity professions in the next chapter titled “Information Sharing in
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Incident Response.” Enhancing collaborating problem solving among individuals and teams in incident
response is addressed in the next chapter titled “Collaborative Problem Solving in Incident Response.”
Subsequent chapters cover topics related to persistent excellence during incident response. “Shared
Knowledge of Unique Expertise” describes how individuals and teams can build shared knowledge of
unique expertise, which helps CSIRT members identify which persons to call on for particular advice on
how to address different kinds of incidents. Trust and psychological safety serve as the primary
foundation upon which many individual, team, and MTS interactions occur. Methods for building trust
among CSIRTs and MTS members (including those from other CSIRTs and agencies), as well as
developing an environment of psychological safety are reviewed in the chapter titled “Trust in Teams
and Incident Response Multiteam Systems.” How individuals and teams can sustain attention and focus
throughout lengthy periods of incident management is covered in “Sustained Attention and Focus over
Time during Incident Response.” The Handbook concludes with the chapter titled “Continuous Learning
in Incident Response,” which contains information on how to establish and support a learning climate
that encourages CSIRTs and their members to continually adapt to changing conditions.

In the Handbook chapters, we include information on individual knowledge, skills, abilities, and
other characteristics (KSAOs) necessary for effective cybersecurity incident response. These KSAOs
include technical skills, cognitive abilities, social skills and other personal attributes necessary to engage
individuals in effective and collaborative incident response. Managers can use these KSAOs to help
determine the areas in which their CSIRT is strong or lacking, which can aid hiring decisions.

For each chapter, we provide “key themes” to highlight the main points. We begin each chapter
with a brief introduction to the topic, followed by Assessment Exercises that can help readers decide if
the topic may be an area for improvement in their respective CSIRTs. Prior to describing several
recommendations for each topic, we provide background knowledge (e.g., definitions) and information
from both the cybersecurity and organizational psychology domains (e.g., research findings, references)
for those readers who are more interested in the data and results from our research. Evidence-based
strategies are then provided to guide CSIRT managers on the use of various tools and training to develop
and improve the social interactions of their team members. On occasions where our recommendations
have yet to be rigorously tested, we provide guidelines for how to determine their effectiveness and
relevance (for example, Appendix C: “Hiring and Training CSIRT Employees: Validation Considerations”).
We do not recommend implementing such strategies until their effectiveness is determined. This
Handbook includes several appendices that support information addressed throughout the chapters
(e.g., how to validate selection tools, topical white papers, and a CSIRT performance taxonomy). The
full Handbook with appendices can be downloaded at
http://calctraining2015.weebly.com/thehandbook.html .
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